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The attack surface has never been wider
2020-21 dangerous wave of cyber threats
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Ransomware attacks surge globally, hitting a 93% 
increase year on year

• Over 1210 organizations 

impacted weekly 

• 93% increase year over year
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Financial
(Crypto currency fuels ransomware)

Data theft and Espionage 
(Lazarus)

Cyber Terror and political influence 
(Pay2Key)

Cyber weapon trading
(Ransomware as a service)

Ransomware – Evolving Motivations  
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Ransomware - Evolving Tactics 
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Colonial Pipeline Company 
halted all the pipeline's operations
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Colonial Pipeline attack - what do we know?

• Motivation: Financial/Target critical 
infrastructure

• Billing system was compromised resulting in the 
inability to bill the customers 

• Shut down the pipeline as a precaution 

• Double extortion - The attackers stole 100GB of data. 

threatened to release it if ransom was not paid

• Ransom paid close to $5M
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Insights – Ransomware As A Service

FBI confirmed this was a DarkSide Operation

• Develop and market ransomware hacking tools

• Sells tools to “partners” to carry out attacks

• Focuses on R&D, partners on delivery

• Collecting data later to be sold and negotiated

• One of the partners claimed responsibility for carrying out 
the attack 
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Costa Rica is at War
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What happened?

Ransomware attack against at 
least 27 governmental institutions:

• Ministry of Finance 

• Ministry of Labor

• Ministry of Science, Technology 
and Telecommunications 

• Ministry of Social Security 

• National Meteorological Institute

• Ministry of Finance digital 
services are not functioning

• Customs stopped processing 
import and export taxes

• Tax collection systems were 
paralyzed

• Salary payments to public 
sector employees were 
suspended
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Conti Group

• Eastern European Ransomware Group

• More than 800 corporate victims :

• Ireland Health Service 

• 16 U.S. Healthcare and First Responder Networks in the US

• Cities in the US

• Bank of Indonesia

• Connection to Ryuk, Trickbot, Emotet

• Revenue – at least $180M in 2021

• Double extortion – shame blog
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Ukraine Russia War - Conti Group Takes Side
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Ukrainian Researcher Leaks Internal Data of Conti 
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Group Structure – Tech Company 

• Developers 

• QA 

• Cryptographers

• Reverse Engineers

• Pentesters

• At least 5 separate group led by “team leads”

• HR

• DevOps/ IT

• OSINT Specialists

• Negotiators 

• Offices in Russia
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Employee of the month….

• Commission models

• Employee referral program

• Performance reviews
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Conti Victims 2022 – Growing Aggressiveness 
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April 17th - Seemingly Regular Post Appeared  
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April 20 – More Aggressive Tone towards Costa Rica 

“The problem of the leakage is not the biggest problem of the ministry…we have also 

backdoors in large numbers in you ministries and private companies … “
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May 6  – US State Department Offers a Reward for 
Conti Leaders  

$10,000,000
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Week of May 8 – New Sworn President Declares State 
of Emergency 

• May 8th – Inauguration of President Rodrigo Chaves

• May 11th – Declaration on state of emergency
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Conti’s Quick Reaction 

“It is impossible to look in the decisions of 

President of Costa Rica without irony.. But you 

would turn to Bid0n and his henchmen, this old 

fool will soon die”

“In the future I will definitely carry out attacks of 

a more serious format with a larger team, Costa 

Rica is a demo version”



25©2022 Check Point Software Technologies Ltd. 

Week of May 14th – Triple Extortion and Riot Calls

“We have our insiders in your government”

“Your country will be destroyed by just 2 people, we are determined to 

overthrow the government by means of cyber attack.. Now we are 

putting together a campaign against the current government…”

“I appeal to every citizen of Costa Rica… go and organize rallies. 

Maybe it worth changing the government…”
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May 20th – Previously Unseen Rhetoric Against US

“You are just traitors who work for the US – the US is a cancer in the body of the earth, 

you make people suffer … the FBI paid us money.. We hope the USA power will 

change and Biden will die.”
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In Parallel – Country Extortion of Peru
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The End?
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• Large, organized groups > 
more professional

• Going after the big money

• Country extortion affecting

• International geopolitics 

• Internal politics 
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Ransomware Attacks- Last 6 Months
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How to protect pre and post?

• Data back up

• Recovery plan

• Update/patch systems regularly 

• Invest in cyber security awareness and training for 
employees

• Network segmentation

• Use multi-factor authentication

• Use anti-ransomware and threat prevention tools

• Disable hyperlinks in received emails
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Don’t wait till it’s too late. Protect your organization from 
the next Ransomware Attack 

Step Up to Gen 5 of Cyber Security with Check Point

• Deploy Anti-Ransomware solution on all your end-point devices 

• Prevent malicious attachments from reaching your corporate emails 

• Prevent users from downloading malware & Zero-Days from the internet 
and private emails 

• Inspect traffic, files and updates used by your internet facing applications 

• Block infected machines from communicating with C&C

• Exercise and implement Incident response 
to call in the case of emergency 
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https://go.checkpoint.com/security-report/
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