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Cyber Defence – Why? 
Threats have intensified 
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The threat situation has changed dramatically over the last couple of 

years:  

• Opportunistic attacks are often tailored and of high quality 

• Targeted attacks on companies are increasing  

(see RUAG, 20 minutes) 

• Companies discover security incidents too slowly 

0

100

200

300

2012 2013 2015 2016

Days to Detection (Mandiant) 

Days to Detection



Cyber Defence – Why? 
Further examples of incidents 
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Cyber Defence – Why? 
Preventive security is no longer sufficient 
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Security organizations need to assume 

that their systems are already infiltrated 

and compromised. With the help of data 

science, machine learning and 

behavioral analysis, it is possible to 

identify the basic methods of attack and 

to ensure continuous monitoring. 

IT Risk and Security managers must realize 

that there is no perfect protection against 

any threat. And that companies must be 

able to recognize harmful behavior and 

threats and respond immediately, because 

even the best technical approaches can not 

prevent immediate incidents. Continuous 

Security Monitoring is essential! 



Maturity of Cyber Defence 
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It is most likely that an enterprise is or will be compromised! 

• Preventive security is by fare not enough. 

 

One of the main goal of cyber defence is to continuously improve the security 

posture – this can only be done with a scope of a whole defence spectrum: 

Cyber Defence Maturity 

NIST CYBER SECURITY FRAMEWORK 



Cyber Defence starts by understanding an attacker 
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A Cyber Defence Center (CDC) has the best chance of 

catching the offender, when it equips the corporate with 

capabilities, that cover the entire attack life cycle. 



Targeted Attack Example 
Simulated Attack (InfoGuard Pentesting) 

© InfoGuard AG | infoguard.ch  7 

Angreifer hat nun Zugang zu:

- Videosystem und Videodaten

- Passwörter von Videosystem

- DMZ

- Server Netzwerk

Reconaissance

Weaponization

Delivery

Exploitation

Command & Control

Installation

Actions / Exfiltration

10. April 20. April 30. April 10. Mai 20. Mai 30. Mai

Angriff auf Videosystem 

über das Internet

Spear Phishing

USB Angriff

Physisches

Eindringen

Angriff erfolglos:

Reverse Shell blockiert

Anpassungen des Payloads 

um NGFW zu umgehen

Blockade der Reverse Shell

Mögliches Szenario:

Reverse Shell mit VBS via HTTP (PoC)

Entwicklung eines 0-Day Exploits. Erster Versuch 

erfolglos aufgrund von Stabilitätsproblemen

Erfolgreiche Exploitation nach Analyse der 

Appliance und Weiterentwicklung des Exploits

Fernsteuerung wird durch NGFW blockiert. Anpassung der 

Reverse Shell führt zur Umgehung der NGFW.

10. Juni

Erstes Eindringen als 

Provider Techniker

(24. Mai)

Zweites Eindringen als 

Provider Techniker und 

platzieren einer  Netzwerk-

Wanze  (26. Mai)

A successful attack is a matter of time and resources! 



CDC FUNDAMENTALS & 
INCIDENT RESPONSE 

Cyber Defence Center (CDC) 



Cyber Defence Center 
The Firefighter Analogy 
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A CDC can be compared with a fire station. 

Firefighters’s primary role is to help people in 

emergencies.  

But some fire stations have also capabilities to 

do: 

• post-incident analysis of why a fire started and  

how it spread 

• awareness campaigns 

• inspections of fire prevention systems 



Cyber Defence Center 
Fundamentals - Overview 
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A CDC is a team primarily 

composed of security 

analysts organized to 

detect, analyze, respond  

to, report on, and prevent 

cybersecurity incidents. 

Source: MITRE 



Cyber Defence Center 
Implementation Example  

© InfoGuard AG | infoguard.ch 11 



INFOGUARD 
Cyber Defence Center Neubau 2017 

Coming soon: 

 

• Ende Mai 2017,  

Eröffnung unseres neuen 

Schweizer CDC 

• 250m2 

• 25 Mitarbeitende 
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INCIDENT RESPONSE 

Cyber Defence Center (CDC) 



Incident Response Services 

Network Devices Intelligence 
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Praxisbeispiel  

Internationales Unternehmen mit 170.000 Endpoints 

Technologien 

• Host based 

 Agent auf 160.000 ausgerollt 

 Scan auf IOCs 

 Artifact Stacking 

 Known Bad 

• Network Based 

 12 Internet Breakouts mit Suricata Regeln abgedeckt 

 Full pcap bei Alarm 

• Multiple Intelligence Quellen 
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Danke! 
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