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Cyber Defence — Why? ~
Threats have intensified IPI?"JL!?rd

How Compromises Are Being Detected

535%

RuAN DIANT

A FireEye™ Company

47%

Externmal Motification
of Breach

. Internal Discawvery
of Breach

Median Time of Compromise to Discovery

External Notification

320 days
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Cyber Defence — Why?
InfoSuard

Further examples of incidents
SWISS CYBER SECURITY
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Cyber Defence — Why? iInfoSuard

Preventive security is no longer sufficient SWISS CYBER SECURITY

IT Risk and Security managers must realize
» that there is no perfect protection against

Security organizations need to assume any threat. And that companies must be
that their systems are already infiltrated able to recognize harmful behavior and
and compromised. With the help of data threats and respond immediately, because
science, machine learning and even the best technical approaches can not
identify the basic methods of attack and Security Monitoring is essential!
to ensure continuous monitoring.
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Maturity of Cyber Defence !psi:(c)alférd

It is most likely that an enterprise is or will be compromised!
 Preventive security is by fare not enough.

One of the main goal of cyber defence is to continuously improve the security
posture —this can only be done with a scope of a whole defence spectrum:

e
NIST CYBER SECURITY FRAMEWORK

IDENTIFY PROTECT DETECT RESPOND RECOVER
e Asset management e Access control ¢ Anomalies and e Responseplanning e Recovery planning
¢ Business environment e Awareness and training events A ¢ Communications e Improvements
e Govemnance e Data security ® Secunty coninuous o Analysis ¢ Communications
e Risk assessment e Information protection monitonng e Mitigation
o Risk management strategy and procedures * Detection process Improvements

e Maintenance

¢ Protective technology

Cyber Defence Maturity .
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Cyber Defence starts by understanding an attacker !pI?aL!?I’d

Targeted attack (SANS approach)

HhEElehl- Delivery Installation C2
zation
Opportunistic attack
Delivery Installation Cc2

A Cyber Defence Center (CDC) has the best chance of
catching the offender, when it equips the corporate with
capabilities, that cover the entire attack life cycle.

Lateral
Internal Recon
Movement

-------------------------------------------------------------------------

- —————— -
N -
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Targeted Attack Example

”~~
Simulated Attack (InfoGuard Pentesting) InfoSuard

SWISS CYBER SECURITY

Zweites Eindringen als

Magliches Szenario: Erstes Eindringen als Provider Techniker und Angreifer hat nun Zugang zu:
Reverse Shell mit VBS via HTTP (PoC) & Provider Techniker & platzieren einer “Netzwerk- & - Videosystem und Videodaten

f ; - Passworter von Videosystem
A I (24. Mai) Wanze” (26. Mai
Actions / Exfiltration ° —o ( ) - DMZ

- Server Netzwerk

N
o s
Blockade der Reverse Shell & =
Command & Control -
Installation

_'/\T Fernsteuerung wird durch NGFW blockiert. Anpassung der
&= Reverse Shell fihrt zur Umgehung der NGFW.

Anpassungen des Payloads
um NGFW zu umgehen @

Exploitation } } [

W Tl

A successful attack is a matter of time and resources!

Del

. Erfolgreiche Exploitation nach Analyse der
Ph hi ; . N .
E EizZI:ncgss F& Appliance und Weiterentwicklung des Exploits
Weaponization P 56"3, Entwicklung eines 0-Day Exploits. Erster Versuch
-} erfolglos aufgrund von Stabilitatsproblemen
=
Spear Phishing
Angriff auf Videosystem
(iber das Internet
Reconaissance
10. April 20. April 30. April 10. Mai 20. Mai 30. Mai 10. Juni
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SWISS CYBER SECURITY
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Cyber Defence Center iInfoGuard

The Firefighter Analogy SWISS CYBER SECURITY

’,/,4'"1\\3‘ A CDC can be compared with a fire station.
= Firefighters’s primary role is to help peoplein
emergencies.

But some fire stations have also capabilities to
do:

* post-incident analysis of why a fire started and
how it spread

e awareness campaigns
* inspections of fire prevention systems
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Cyber Defence Center
Fundamentals - Overview

InfoGuard

SWISS CYBER SECURITY

Cyber Intel, Threat,
Vulnerabilities

Tune, filter &
customize
Intl-om-' Sensor & Hours=Days
and —Jp SIEM ‘—'
L]
gnhance IUNers
"Outside the
Trending Box” Analytics
& Fusion Minutes-Hours
Analysts

L

Media images analysis
Traffic captures Hours=Months
Malware samples

Source: MITRE

Constituency IT Assets

=0

a
- -
L — M

Collect security- :

relevant events
@ Constituents

SIEM & Other Incident
Specialized Tools reports
EFETdti_ng itori Real-time
eal-time monitoring itori
Advanced analytics rlom D:;E
Caorrelation : .
Miriurss "
Free-form query ‘,&’ Tier 1
Visualization Analysts

Case management
Historical analysis

In-depth analysis
O System

Tier 2+ — owners &
Analysts & Leads Coordinate system
& consult admins

Decision making

How to Respond

* Block Activity

* Deactivate Account

= Continue Watching

* Refer to Outside Party
* Etc.

A CDC is a team primarily
composed of security
analysts organized to
detect, analyze, respond
to, report on, and prevent
cybersecurity incidents.
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Cyber Defence Center iInfoGuard

Implementation Example SWISS CYBER SECURITY

INFOGUARD
CYBER
DEFENCE
CENTER

€

InfoGuard Threat Feeds Vulnerabilities Geo
Use Cases Intelligence Location  Classifications

B

! Security devices

& Servers and mainframes mts
. Logslerven
True
k.  Network and virtual activity * Flows offense. > 7x24
« IP reputation .
t4  Data activity * Geographic location Offense identification ,
Activity baseliningand  * Credibility ‘
o Application activity anomaly m?;, * Severity .
o User activity * Relevance
@ Configuration information * Database activity Suspected
* Application activity incidents— 5X1 O
*  Vulnerabilities and threats » Network activity

m Users and identities

Extensive datasouces  (+)  Deepinteligence (=)  Exceplionclly accurete
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INFOGUARD ~
Cyber Defence Center Neubau 2017 !pI?aL!?I’d

Coming soon:

* Ende Mai 2017,
Eroffnung unseres neuen
Schweizer CDC

e 250m?2

« 25 Mitarbeitende

ISO 27001

ZERTIFIZIERT
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Cyber Defence Center (CDC)
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Incident Response Services !pI?aL!?I‘d

Network Devices Intelligence

Cee———
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Cand
Praxisbeispiel !pI?al!?l’d

Internationales Unternehmen mit 170.000 Endpoints
Technologien
» Host based
— Agent auf 160.000 ausgerollt
— Scan auf I0Cs
— Artifact Stacking
— Known Bad
* Network Based
— 12 Internet Breakouts mit Suricata Regeln abgedeckt
— Full pcap bei Alarm
« Multiple Intelligence Quellen
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