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Largest Swiss ISP, founded as in 1995 when Switch had to sell its
commercial customers to PTT/Unisource Business Networks.

mainly Corporate customers, connected through VDSL and CES (Carrier
Ethernet Service)

()
IP-Plus DDoS Protection Service

Residential and SME customers served through ex-Bluewin

Upstream for all Swisscom services

For 20 years we remained (but recently we enabled

)

. for many years.

All interfaces arein a IP range.

to limit access to the routers control plane.
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Swisscom IP-Plus® Internet Backbone
Switzerland
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Swisscom IP-Plus® Internet Backbone
Asia
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Swisscom IP-Plus® Internet Backbone
North-Atlantic
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DDoS Protection
Overview




IP-Plus® DDoS Protection Service
since 2004
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Schematic of a Botnet Attack

Data Center

o Malcreant launches botnet attack
&= through Command and Control server




Schematic of a Botnet Attack

Volumetric attacks  Application layer attacks

E cause saturation cause service exhaustion
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FW IDS

Data Center

&
& No (easy) traceback to C&C or malcreant
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The latest flavor: Amplification Attacks

Abuse of unprotected udp services

Malcreant

- source IP spoofing is still one of the biggest problems in the Internet
- only remedy is BCP38
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Amplification Attacks

- reflective DNS attacks: queries for ANY on open resolver
« NTP amplification attacks: queries for monlist on older ntpd
- unprotected SNMP daemons with default community string

- other unprotected (mostly legacy) udp services: qotd (udp/17), chargen (udp/19),
ssdp (udp/1900)

- and since august RPC port mapper (udp/111)

« as a first line of defense we rate-limit these udp services at our Peering edge

Protocol Bandwidth Amplification Factor Vulnerable Command
DNS 28 to 54 see: TA13-088A [1]
NTP 556.9 see: TA14-013A [2]
SNMPv2 6.3 GetBulk request
NetBIOS 38 Name resolution
SSDP 30.8 SEARCH request
CharGEN 358.8 Character generation request
QOTD 140.3 Quote request
BitTorrent 38 File search

Kad 16.3 Peer list exchange
Quake Network Protocol  63.9 Server info exchange
Steam Protocol 55 Server info exchange
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Attack Size

- Our largest attack so far was around 55 Gbps, current attacks in the

Internet are over 400 Gbps:

Survey Peak Attack Size Year Over Year
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Figure 12 Source: Arbor Networks, Inc.
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Application Layer Attacks
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Application-Layer Attack Tools

04.11.2015

50% @® 45% HTTP GET flood
7, 40% Not applicable
©® 28% HTTP POST flood

IP-Plus DDoS Protection Service
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Figure 23 Source: Arbor Networks, Inc. -




Attack Motivation

Attack Motivations
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Figure 26 Source: Arbor Networks, Inc.

® 37% Nihilsm/vandalism
% 36% Online gaming-related

© 34% Poitical/ideclogeal disputos (Lo, WikiLoaks/Ancnymous,
nationalism, religious controversy, elc.)

7 28% Criminals demorsirating DDoS attack capabilitios
to polential customers

25% Socd networking-refated (e, IRC, chat networks,
Facebook, Twitter, Google+, elc)

24% Online gambling-redated
® 21% Misconfiguraton/accdental
7 21% Inter-personal/inter-group rivalnes (Le, indmdual disputes,
schools, sports teams, edc)
@ 20% Criminal extortion sttempt
7 20% Financial market manipudation
© 19% Dhersion 1o cover compeomusa/data exlitration
7 186% Flash crowds
@ 13% Compettve rivaky between business organzations
2 0% Intra-criminal disputes
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Threat Detection

 Our DDoS Protection platform detects and classifies DDoS attacks and
other threats/anomalies against customers and infrastructure

- We collect Netflow (sampled 1/1000)/BCP/SNMP data at all Peering
edge and core routers and correlate these —> Detection only up to
Layer4

- Detection methods:
— Misuse Detection
— based on threshold for a set of packet types
— Profiled Detection

— based on deviation from baseline (usual traffic behavior)
— LocationlP Detection

— Alert on traffic spikes from unexpected countries
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2"d Level Anomaly Reports

Characterization
shows the major
components
involved in each
anomaly

Graph shows how
traffic compares to
expected rates

Links to raw flow
queries,
mitigation and
reporting options
for the anomaly

Adert Summary

DoS Alert 502578 Clagsification: | rowas Ak

10 wppe -
30 Mpps -

0 pen -

™1 00 1000 00 100309

ot Type

101000 103300 191000

Soverty Lovel  Béverity Percent Arected

High ses 371.3% of 4 Mpps 55.6 Gbps UDP Misuse xDSL-Flat dyn P1 #21 (parent: Bluewin Access) Incoming Nene

14.9 Mpps 188 60 249 24532
Adert Charadcterization
Sowrien Source Porly Oestinptines Destmnation Porty
000000 123 (ntp) - - 80 (www ey
1950008 ¢- 32787 US40 0/2 2 o- 32767
Generate Raw Flows Repant View Raw Flows Report
Allected Routers
Otrserved bps
StverTy Level Eapadied Man Owver s
Rowter 9925 104,00 ' rere 200 Mpps 1856 G 10 7¢ Goos
Idartoun (INMF J8) Ter g0 54 8371 Moo " -
: -
Intertace (SNMP 32) TerGapEO i e .49 Gogs 352 Goos

Feb 20 00:54 - 10:42 (0:40)

Protocohs

wip (17)

Otnerved pos

My Oweran Detyns

4.96 Mggs 247 Moos Dwtals
12921 Kppn 10417 ppn Detaly
1.74 Mggs 94108 Koo Dwtals

17

04.11.2015

IP-Plus DDoS Protection Service



Threat Mitigation
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Data Center

Peakflow —

Peakflow receives Netflow, BGP and SNMP information from all edge and core routers,
correlates this information and raises an alert (email, SMS, Syslog...) if a high anomaly is
detected. No auto-mitigation will be started! Q
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Threat Mitigation

Data Center

Peakflow

If an operator decides to start a mitigation, Peakflow injects a BGP host route for the
attacked IP with the TMSs address as a new next-hop

— > traffic flows now to the TMS instead, is mitigated and re-routed through a tunnel
directly to the customer’s CPE.
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Threat Mitigation - The Countermeasures
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« Once the traffic flows through the TMS we have full DPI capabilities to
analyze the traffic

« TMS offers a rich set of permanently growing and highly sophisticated
countermeasures for surgical and effective mitigation

- e.g.
— Black / White Filter Lists
— Zombie Removal
— TCP SYN Authentication (Multiple)

— LocationlP Policing

IP-Plus DDoS Protection Service

— SSL Negotiation Filtering
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