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“Cyber Systems Security” 
-

“Digital Assets are vulnerable and fragile”

Internet of Things

Adolf J. Doerig, January 27th,2016 HTA Lucerne
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4th Industrial revolution (WEF)
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Globaler, hochkomplexer Welthandel (WEF)
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NATS - the UK's leading provider of air traffic 
control services.
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Aircraft Engines

Situation

Multimillion $ plane engines require parts, 
preventative maintenance and overhauls

Problem

Expensive emergency repairs, lack of parts 
on hand, steep regulatory penalties for 
mistakes 

Solution

• 1000 sensors per engine
• Download after each landing
• Analytic dashboards for maintenance 

crews

Impact

• Predictive analytics forecast 
failures and parts 
acquisitions in advance

• Significantly reduced in flight 
failures

• Lower maintenance costs  
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Social robots 
(JIBO, Amazon Echo, Sphero, ..)
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CYBER SECURITY TRENDS
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2007 20202015

Digital Content

ZETTABYTE

¼
ZETTABYTES

2
ZETTABYTES

40-60?

Attack Surface and Threat Environment
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2007 20202015

Attack Surface and Threat Environment

Apps

Web Front Ended 
apps

There’s an “app” for 
that

Big Data Apps 
Everywhere! 
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2007 20202015

Attack Surface and Threat Environment

Devices

Dawn of 
Smartphones

Smartphone/tablet 
ubiquity

Internet
of things
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2007 20202014

Attack Surface and Threat Environment

Social Media

Focus on
monetizing

Total 
Commercialization of 

social media: absence 
of privacy

MySpace
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2007 20202015

Attack Surface and Threat Environment

Perimeter

NO direct control 
over physical 
infrastructure
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2007 20212015

Komplex
“Intrusions Attacks”

Global 
“Destructive Cyber 

Attacks”
Sophisticated 

“Disruptive
Cyber Attacks”

Attack Surface and Threat Environment
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IoT, Sensors, and Tiny Computers
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Cloud of Things

SensorsEmbedded
computers

Industry Specific
(Scada, CatScans, ..)

Data Center
systems
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Gartner: Growth of the Internet of Things 
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Billions of Things in Use

Connected PC, smartphone, tablet IoT
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Sensors: Raspberry Pi, Arudino, and Motes

Only Emits DataProgrammable
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Internet of Things by Industry, 2020
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Insurers Wake Up to Personal eHealth
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BodyGuardian
(cardio)

BodyTel (blood pressure)

GlucoTel (blood sugar)

Moticon (pressure, temp)

PillCam (digestive track)

iHealth Oximeter (pulse, oxygen)
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The Data Sensors Collect

§ Events generating data
§ Vibration
§ Temperature, humidity
§ Wind speed, direction
§ Air/liquid flow or pressure
§ Location, navigation
§ Tilt level, rotation
§ Light, sound
§ Radiation, chemicals
§ Biological
§ Heart rate, blood pressure
§ Brain activity, chemicals

§ Inventory, sales (RFID)

Data format: JSON or proprietary
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Manufacturing Line Sensor Data

§ Smart factory process control
§ Thermals, triggers, speed, tolerances…
§ Pressure, valve state 
§ Corrosion, gas detector

§ Analytics
§ Quality yield by machine
§ False positives on testing machines
§ As built profit analysis
§ Warranty exposures
§ Supplier quality exposures
§ Recalls
§ End-to-end quality 
§ The biggest magnifying glass
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Retail: Tracking Everything

§ Where there’s data, there are analytic opportunities
§ RFID:  the quiet revolution

§ Analytics
§ Aisle geo-navigation
§ Home appliances assist reorder
§ In-store recommendations
§ Anti theft comparison of basket versus smart shelf events
§ Smarter replenishment
§ Consistent customer experience
§ Sell-by date repricing or mark down

M2M
Machine-to-machine
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ISO/IEC 27001 in Practice
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How to Build a Safer Internet of Things
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Thesis - Today's IoT is full of security flaws. 
We must do much better.

� Transformation of Infrastructure, Business and Threat Makes 
Traditional Cyber Security Less Relevant

�New Strategies Must be Based on Risk, Context and be 
Responsive To Rapidly Changing Environments

� Big Data, Analytics Can Be Leveraged to Create Intelligence-
Driven Security Models that Meet These Needs

� Anti-Fragility in a System of Systems Engineering Approach
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Wrap up

“We cannot solve problems by 

using the same kind of thinking 

we used when we created 

them.”

Albert Einstein
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